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Stamus Security Platform™ (SSP) is an open network detection and response

solution (NDR) built on a Suricata foundation that delivers actionable network
visibility and powerful threat detection.

Network Detection & Stamus Security Platform

Response (NDR) High-confidence, low-noise

threat indications - ideal for
+ automated response -
supported by context and

evidence, achieved through a

Network Security combination of:
Monitoring (NSM) « NDR: Anomalous activity

detection and automated
response
+ * NSM: Flow records, PCAPs,
protocol transactions, &
extracted files
» IDS: Prioritized & categorized
alerts from signatures and loCs

Intrusion Detection
System (IDS)

Why Stamus Security Platform

o @ ~0
Greater visibility into threat & network activity - Uncover even the
weakest attack signals and unauthorized activity

{ﬁ\ Transparent detections with evidence - Know exactly what triggered an
l,ﬁ@\ event with a detailed attack timeline & evidence

203 Open and extensible for your environment - Incorporate third-party
>—| threatintel. Easily integrate into your tech stack

ACRL Built for enterprise-scale operations - Scale to multi-site, multi-
@/ 100Gbps deployments while tracking millions of hosts

A Optional air-gapped deployment - Deploy advanced analytics in the
(&) cloud or on premise — even in a completely air-gapped environment

Our probes or your Suricata sensors - Start with your Suricata sensors,
transition to more advanced Stamus probes




Stamus Security Platform™ (SSP) is an open network detection and response

solution (NDR) built on a Suricata foundation that delivers actionable network
visibility and powerful threat detection.

By combining the best capabilities of intrusion detection systems (IDS), network security
monitoring (NSM), and network detection and response (NDR), the Stamus Security
Platform is a new generation of NDR that helps organizations know more, respond

sooner, and mitigate risk.
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Stamus Security Platform consists of two components: Stamus Network Probe(s) and
Stamus Central Server, which may be deployed in private cloud, public cloud, on-

premise, or hybrid environments.
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Kill Chain Changes & Threats :
; v Installation

2022-11-30 06:14:55 1 New hostname seen
zaragoza-win-pc

cccccccccccc
2022-11-3006:15:10 & New user seen
marlo.zaragoza@phantasmedia.co
2022-11-30 06:15:16 © MalDoc switched asset to
Delivery

2022-11-30 06:15:35 O Ursnif switched asset to
Command and Control

2022-11-30 06:15:35 @ New HTTP agent seen
Mozila/5.0 (Windows NT 6.1; WOW64; Trident/

2022-11-30 06:16:03 & New TLS ag
JA3 hash 4070280612

2022-11-30 06:16:03 O Ursnif switched asset to

2022-11-3006:16:15 @ New HTTP agent seen
Mozila/a.0 (compatibls; MSIE 8.0;

2022-11-3006:16:17 & New TLS agent seen
sssssssssssssssssssssssssssssssssssssss

Command and Control Actions on Objectives




o0 ® L N [ B, At L S ¥ i R e A
..... .‘..‘.. ... .............:0.:.0: ........
@ o0 0@ 4] L ® o ® 00 006 ¢ o >
° ® [ ] ® ® . [ it T T R TR el et
ee® ® o0 0@ ® ™ ° .. ..:...0.0.0 ......
...0 ... ...0.. o. ................

-:-:ctaS.si , ,9? ¢ *bé.‘ : d .netwdrk secu rlty
sttt L H LR
-,.’.'-"é ’q;"ra:u.‘ "J\[z;{t.w °'IsJ'<. .heﬁo.s'entef’;iris'e'securlty teams accelerate their response
X {%‘.‘Q:.. .,éé‘fﬁ- ftth 'soluhdn's't‘h'a’c uncover serious and imminent risk from cloud
\\% d On premlse network activity. Our advanced network detection and
S response (NDR) systems expose threats to critical assets and empower your
rapid response.
Trusted by the most-targeted organizations in
the world
@ ‘ bo0)
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Government Global Central Insurance Managed
CERTs Banks Providers Service Providers
R
Qg S 9 &
Multinational Financial Saa$S and DevOps Cybersecurity
Gov't Institutions Institutions Software Vendors
Proven in NATO Cybersecurity Exercises
CCDCOE For the past five years, Stamus Networks and SSP have
@ §2§%§§§E§€€€ZZNC£ been invited by the NATO Cooperative Cyber
Defense Center of Excellence (CCDCOE)

- to join their annual Locked Shields and
N : Crossed Swords exercises where

we refine and validate our

latest threat detection
capabilities.
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